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The Auditor's Mindset Shift:

10 Questions Every Auditor Must Ask Difterently

Moving from Identity Certification to Continuous Authority Governance

For decades, identity auditors have asked one question: "Who has access, and was it approved?"” In a world of
millions of non-human identities, ephemeral credentials, and autonomous Al agents, that question is necessary
but no longer sufficient. This quick reference reframes the 10 most common audit assumptions auditors must
update for the authority governance era.

Audit Dimension

What are we
auditing?

What is the unit of
control?

How often do we
review?

What does
‘complete’ mean?

What is our
coverage?

What signals risk?

What is our
evidence?

Who are the actors
we govern?

|dentity Governance (Legacy)

Identity — who has access

The person or account

Quarterly certification campaigns

Campaign ran, reviewers responded

Human identities + enrolled NHIs

Excessive role assignments

Campaign completion records

Employees, contractors, privileged users

Authority Governance (Required)

Authority — how it is created, used,
escalated, and logged

The authority event (grant, invocation,
escalation)

Continuously — automated validation,
always-on

Controls were demonstrably effective
throughout the period

Human + non-human + shadow + Al
agents — everything

Behavioral deviation, escalation paths,
policy drift

Continuous audit log of authority events,
time-stamped

All of the above + service accounts, APIs,
Al agents, MCP servers



10 Questions — Answered Differently

FAQ 1: "Our certification campaigns ran on schedule and all reviewers responded. Aren't we covered?"

(x) OLD THINKING NEW THINKING

Campaign completion equals governance assurance. If Campaign completion confirms process

the campaigns ran and reviewers responded, the audit execution, not control effectiveness. Reviewers
is satisfied.

certify what they can see — registered
identities. Shadow NHls, orphaned API keys,
and Al agents are never submitted for review
and never appear in campaign reports.

Why It Matters: An audit that confirms campaigns ran says nothing about the 80% of the identity attack surface that lives
outside IGA platforms. Completion is not the same as coverage.

FAQ 2: "We have a PAM tool vaulting all our privileged credentials. Doesn't that cover NHIs?"

OLD THINKING NEW THINKING
PAM vaults handle privileged access. If credentials are PAM tools govern what is enrolled in the vault. API keys,
vaulted, they are governed. OAuth tokens, and Al agent credentials created by

developers, SaaS integrations, and automated
pipelines are never enrolled. Shadow NHls exist

precisely because they bypass the enrollment
process.

Why It Matters: PAM vaults the known. Shadow NHIs are unknown by definition. Most enterprises have as many
ungoverned NHis outside the vault as they have inside it — often far more.

FAQ 3: "We review service accounts in our IGA quarterly certification. Isn't that sufficient?"

(x) OLD THINKING NEW THINKING

Quarterly IGA certification covers our service account IGA certifications review what is registered in the IGA

population. That is our NHI governance. system. They review a static snapshot of assigned

entitlements — not effective privilege, not behavioral
data, not whether the account was used, and not
whether it holds credentials beyond its IGA-visible
scope.

Why It Matters: A service account may be certified as appropriate while simultaneously holding an API key with far
broader access than its IGA-visible entitlements suggest. The certification reviewed the shadow — not the substance.



FAQ 4: "Al agents are a technology question, not an audit question. That's the CISO's problem."

OLD THINKING

Al agents are an operational technology matter. Audit
governs identity and access — not Al systems.

NEW THINKING

Al agents are identity and access matters. Every agent
authenticates using credentials (API keys, OAuth
tokens, service accounts) and exercises authority over
enterprise systems and data. The governance question
is identical: who authorized this access, to what, and
how is it controlled?

Why It Matters: If an Al agent with access to your email, CRM, and file storage exfiltrates customer data, the regulatory
question will not be 'did the technology team know about this agent? — it will be 'what controls governed its access, and

who was accountable?'.

FAQ 5: "We test SoD controls and they are passing. Our access governance is strong."

(x) OLD THINKING

SoD conflict detection is the primary access

governance control. Clean SoD reports mean strong
governance.

NEW THINKING

SoD controls were designed for human role
combinations in ERP systems. They have no visibility
into NHls, API-to-API access chains, or Al agent
authority. An agent with access to initiate payments
and approve invoices through separate API calls would
not appear in any SoD matrix.

Why It Matters: SoD remains necessary for human identity governance. It is simply not designed for — and cannot
detect — the most dangerous access conflicts in a modern enterprise running on API-driven automation and Al agents.

FAQ 6: "We require MFA for all privileged access. That covers our high-risk identities."

(x) OLD THINKING

MFA enforces strong authentication for privileged
users. With MFA in place, authentication risk is
managed.

NEW THINKING

MFA protects human login flows. Non-human identities
do not use MFA — they authenticate using API keys,
OAuth tokens, certificates, and service account
credentials. An APl key has no MFA layer. A

compromised APl key provides full access without any
authentication challenge.

Why It Matters: MFA is a critical human identity control. For NHlis, the equivalent controls are short-lived credentials,
just-in-time access, continuous behavioral monitoring, and rapid revocation — none of which MFA addresses.



FAQ 7: "We have logs. If something goes wrong with an Al agent, we can investigate."

OLD THINKING

Centralized logging covers Al agent activity. We can
reconstruct events from logs after an incident.

NEW THINKING

Al agent actions may not be logged by the
downstream systems the agent calls — or the logs may
not identify the agent as the actor. An agent calling a
CRM APl may appear in logs as the OAuth application,
not the specific agent invocation. Without agent-level
audit trail generation at the control plane, post-
incident reconstruction is often impossible.

Why It Matters: Reactive logging is not the same as proactive governance. Auditors should ask: can we identify what every
Al agent did, using which credentials, on whose behalf, with what outcome — not 'do we have logs somewhere?".

FAQ 8: "Our vendors are all major platforms — Okta, SailPoint, Microsoft. We're covered."

OLD THINKING

Enterprise-grade |IAM platforms from leading vendors
provide comprehensive identity governance.

NEW THINKING

All major IAM platforms govern registered, enrolled
identities. None provides native, continuous discovery
of shadow NHls. All operate on periodic review models
that cannot track ephemeral credentials. None governs
Al agent authority at the tool-invocation level. Platform
maturity for human identity does not translate to NHI
or agentic Al governance.

Why It Matters: The question is not 'are our vendors reputable?’ — it is 'what percentage of our actual NHI and Al agent
population is visible to, and governed by, those platforms?' In most enterprises, the answer is well under 50%.

FAQ 9: "Regulators haven't asked us about NHis yet. We'll address it when they do."

OLD THINKING

Regulatory requirements drive our governance
priorities. If regulators haven't asked, it's not yet a
material requirement.

NEW THINKING

PCI DSS 4.0 Requirement 8 explicitly addresses non-
human system accounts today. SOC 2 logical access
controls apply to service accounts and API
integrations today. The regulatory question is not 'will
they ask?' — they are already asking. The question is
whether your controls will be defensible when
examined.

Why It Matters: Material weaknesses in NHI governance are already appearing in audit findings. Regulators are asking
about Al agent controls now. Organizations without CAG programs are accumulating audit risk that will surface in the

next examination cycle.



FAQ 10: "Continuous monitoring is a security operations function. Audit reviews controls periodically"

OLD THINKING NEW THINKING
Audit is periodic. Continuous monitoring belongs to The standard for control effectiveness has changed.
the SOC and security operations team — not audit. Regulators and boards increasingly expect evidence

that controls were effective throughout the audit
period — not merely that they were reviewed at a point
in time. Continuous audit evidence is becoming the
expectation, not an aspiration.

Why It Matters: Audit does not need to operate the continuous monitoring systems. But audit must evaluate whether
those systems exist, whether they cover the full authority surface, and whether they generate defensible, time-stamped
evidence of continuous control effectiveness.

The Single Most Important Mindset Shift

Stop asking: "Did the certification campaign run?"

Start asking: "Are the controls over every authority-bearing entity — human, machine, and Al —
effective, continuously, and provably so?"

Identity governance was built for employees. Continuous Authority Governance is built for the machine
era. The auditors who make this shift now will define the next generation of enterprise control
assurance.
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